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ATMOSPHERE is a 24-month project aiming at the design and 

development of a frameworkand a platformto implement 

trustworthy cloud services on a federatedintercontinental hybrid 

resource pool.

Expected Results

A Hybrid federated VM and container platform

A development frameworkwith three sets of services 

Trustworthy evaluation and monitoringframework

Trustworthy Distributed Data Management

Trustworthy Distributed Data Processing

A pilot use case on Medical Imaging 

Processing

Trust and ATMOSPHERE

TrustworthyData ProcessingServices(TDPS)

DistributedTrustworthyData Management Services
(DTDMS)

Cloud & ContainerServicesManagement Layer

Applications

FederatedResources
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Theproblem

I do not want to care for the infrastructure, resource management, job 

scheduling, secure access and similar burdens. Moreover, I want to have a 

quantitative estimation of how trustable my service is.

I need to build up a classifierthat uses anonymisedand sensitivedata that 

requires a high computing demand. Once developed, I want to exploit it as a 

service securelyand with a Quality of Service.



Trustis a choice that is based on past experience. Trust takes time to build, but it can disappear in a 

second. 

Trusting cloud services is as complicated as trusting people. You need a way to measure it and pieces of 

evidence to build trust.

Trust in a cloud environment is considered as the relianceof a customeron a cloud serviceand, consequently, on its 

provider. 

Trust bases on a broad spectrum of properties such as 

Security, Privacy, Coherence, Isolation, Stability, Fairness, 

Transparency and Dependability.

Nowadays, few approaches deal with the 

quantificationof trust in cloud computing. 

What is trust?



Develop a Trustworthiness evaluation 
framework and integrate SCONE, 
GPGPUS, Fogbow, IM, DAGSIM, 

LEMONADE and other supporting 
technologies.

Exploiting the Legacy

Basic foundations (SCONE) for the 
secure access and processing of data

Federation 
capabilities 
(fogbow) to 

work in a trans-
continental 

scenario

High-level Data
Analytics Framework

(LEMONADE), a TOSCA 
orchestrator (IM) and a 

performance modelling system 
(DAGSIM) 

CLOUDSCCAPE series 
& MarketPlace

CLOUDSCCAPE 
series



A hybridand federatedplatform

Heterogeneous resources (Virtual Machines and containers at the same level) and GPGPUs.

Customizable and isolated virtual federated 

networks providing federation-level NFV 

services.

Target: 

Resource providers requiring federating 

multiple sites.

Application developers who could find a way to 

distribute the different parts of an application 

workflow according to privacy and performance 

requirements.

Hybrid federated platform



Trustworthiness is considered in its multiple dimensions

Security, as the complexity of the attacks and the capability to defence from them.

Privacy, as the inherent risk of a dataset to contain re-identifiable data.

Coherence, as the capability of providing a coherent behaviour from any 

point of the federation.

Isolation, as the difference of trustworthiness when a service runs isolated or not.

Stability, as the idempotency and stability of the services.

Fairness, as the inexistence of undesirable or hidden biases. 

Transparency, as the capability of understand the output of a system.

Dependability, mainly focusing on availability and reliability.

Obtaining metrics to define these trustworthiness 

properties

A prioriand a posteriori evaluation of vulnerability, performance, 

re-identification risks, data loss rate, integrity, robustness, scalability, resource consumption, classification 

bias and isolation.

Trustworthiness life -cycle



The Trustworthiness Monitoring and Assessment Platform gathers data from the 

services by means of probes which are collected by the Monitoring Module and 

stored in the Knowledge module. 

The Analyze Module processes the measurements and obtainsthe 

trustworthiness scores according to their definition.

The trustworthiness scores imply merging several metrics.

E.g. Privacy can be computed as a composition of the maximum of the privacy 

risk and the data loss rates for each dataset.

The Planning module enables the Analyze Module to request for adaptations

E.g. If the privacy score is above a specific threshold, the data must be 

processed in a privacy-enhanced resource. 

An adaptation may involve several actions

The Execute module runs the adaptation actions from the Planning Module.

Trustworthiness Monitoring

TMA_Analyze TMA_Planning

FaultTolerantQu
eue

TMA_Knowledg
e

TMA_Monitor TMA_Execute

Design - time Services

monitoring actuators



ATMOSPHERE not only measures trustworthiness but provides a 
set of services to improveit. 

Distributed Data Management Services for storage, retrieval, 
update and access of data in a cloud

Based on SGX enclavesto enable the execution even 

in non-trustable resources

Running on an encrypted memory area.

Guaranteeing features such as confidentiality and 

revocation and access authorization based on policies.

Policy engines for Secure Data Management.

Using anonymization techniques to protect sensitive fields and 
records

Including rewriting SQL queries.

Distributed Trustworthy Data 

Management Services

TustedExecution
Environment

Secured
Access

Database

TustedExecution
Environment

Access 
Policies



ATMOSPHERE Provides application 

developers with a layer of services to build 

up and deploy Data Analytic applications 

evaluating trustworthiness at designand 

runtime.

Ready-to-deploy data analytic applications

topologies based on best practices and 

popular third-party software

E.g. a secured Elastic Kubernetes cluster 

linked to a persistent storage. 

Distributed Trustworthy Data 

Processing Services



LEMONADE to create Data Analytic Workflows by means of  composablebuilding blocks
Provides a framework to build up data analytics workflows, which are automatically coded into Spark. 

Evaluating Re-identification risks and estimating execution deadlines, given 

a resource allocation.

Detailed monitoring for the evaluation of 

performance, fairness and robustness 

with adaptive measures such as 

scalability.

Able to specify performance guarantees
e.g., A Spark cluster runs ML applications within 

a deadline, ATMOSPHERE will identify the node 

with the appropriate GPUs type and number.

Distributed Trustworthy Data 

Processing Services



Conclusions: What could you
expect from ATMOSPHERE 

Application 

Managers
(Deploy Application 
and Resources)

Application 

Developers
(Code & Register 
Application)

Data scientists
(Use Applications)

- A quantitative trustworthiness score on the 

isolation, reliability, performance, privacy and 

stability,.

- Both at designtime (virtuous cycle) and at 

runtime.

- A set of trustworthy services for data 

processing

- A Federated hybrid cloud infrastructure.

- A convenient and interoperable cloud 

orchestratorto deploy complex applications.

- A broker and a monitoring service for 

dynamically assessing and adjusting the 

applications.

- A Data analysis framework with high-

level trustworthiness scores such as 

fairnessand explainability.

- An environment to safely process data 

and expose processing algorithms with 

IPR restrictions.
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