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‘' Expected Results
“ AHybrid federated VM and container platform

A developrfranmteworkith three sets of services
“ Trustwortyaluation and monifcaimgwork
-i‘i-""Trustworthy DistribatadVianagement
“# Trustworthy DistriDatdProcessing

|

DistributedTrustworthyData Managemen®ervices
(DTDMS)

|

Platform(TEP)

Trustworthines€valuation

‘" A pilot use caddediical Imaging
Processing
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| need to buildcigsaifiethat usanonymisaddensitiveéata that
requireshagh computdemand. Once developed, | want to exploit it &
servicgecurelgnd witlQaiality of Service

|do not wawotcare for the infrastructure, resource management, |c
scheduling, secure access and similar burdens. Moreover, | want
guantitative estimatfdrow trustable my service is.
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“# Trusts a choice that is basexl erperieneusakes tinte build, but itdisappear in a
second

-'-:'i-""'Trusting cloud services is as complicated as trusting people. You need a way to me
evidence to build trust.

"".:':.'-"'.'Trust in a cloud environment is conselardaisthstoman a closgrvicand, consequently, on its
provider

# Trust bases broad spectrofrproperties such as
Security, Privacy, Coherence, Isolation, Stability, Fairnes
Transparency and Dependability.

“# Nowadalgsy approactiesl with the
guantificatiohtrust in cloud computing.
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EUBrasiCloudF ORUM [BBicseA f]

A - -
cLoUDSCCAPE seties /A [ M () S P HE R E
&Marketplace Adut  Trustwaorthy, Manageable, Orchestrated, Secure Privacy-assuring Hybrid, Ecosystem for REsilient Cloud Computing nghlevel Da‘ta
_ _ Analytics Framework
Develop a Trustworthiness evaluation (LEMONADE), a TOSCA
CLOUDSCCAPE framework and integrate SCONE, orchestrator (IM) and a
series Federation GPGPUS, Fogbow, IM, DAGSIM, performance modelling system
capabilities LEMONADE and other supporting (DAGSIM)
(fogbow) to technologies.
work in a trans
continental
scenario '\
c EU Brazil Cloud Connect Basic foundations (SCONE) for the Seﬁure(_'.ioud
EV Brazil Cloud Computing for Science secure access and processing of datas..;re Big Data Processing

in Untrusted Clouds
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Ahybrlcbndederatqulatform

“ Heterogeneous reso(¥igsal Machines and containers at the same level) and GPGPUSs.
>

Code and

‘¥ Customizablésafated virtual federated

networkgrovidimgderatiolevel NFV Descriptions
. Repositories @ Site C
services. -
T " ATMOSPHERE Platform | 1225 orchestrator |
arge “ - g
Customization P(; ::Lri?t?::e u a ﬁ - ﬁ - :E:'
= Resource providequiring federating rustworthy | — 1 |
easuremen Physical Resources L]
mU|t|p|e SlteS. MFrameworkt Orchestrator (IM)
= Application developloscould find a way to \
distribute the different parts of an application Site A h@ @_\ Site B
workflow according to privacy and performanc | laaS orchestrator | | {225 orchestrator 1]
requirements. 2 4 \ @ ij L z
3 " - ovSwitch GRE ovSwitch ™ w | |2
| Physical Resources | | Physical Resources L]

Infrastructure
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¥ Trustworthiness is considaredtipl@siimensions

i Securityas the complexity of the attacks and the capability to defence from them.
o Privacyas the inherent risk of a dataset tmleotfiaiblesdata. Build

‘' Coherencas the capability of providing a coherent behaviour from any  #u imstwsrsioess s > Unocceplable
point of the federation. Measure B

“ |solatigras the difference of trustworthiness when a service runs isolated or not. G- i

i Stabilityas the idempotency and stability of the services. Deploy

“ Fairmnes®s the inexistence of undesirable or hidden biases. \ ety on the

Perfarm odoprotions

“ Transparen@g the capability of understand the output of a system. W"wmmr%‘ change
“# Dependabjlityainly focusing on availability and reliability.

., . _ _ _ Plan Monitor
-+ Obtaining metrics to define these trustworthiness k /
p rO pe rtl eS frﬁr:ﬁu\;iﬁmcﬂ Measure rru:m'a::;il:l:::;

£ A priorand posterioevaluation of vulnerability, performance,

reidentification risks, data loss rate, integrity, robustness, scalability, resource consumption, classification
bias and isolation.
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I Trustworthiness Monitoring

" Tha@rustworthiness Monitoring and AssessmegdtR&atatata from the

services by means of probes which are ootieiateidgbyNteeule and TMA_Analyze T'V'fi'a””ing
stored in th@owledge module. Vo eIl
" Thenalyze Module processes the measurebtainthiand FaultTolerantQu TMA 'i”OW'edg
trustworthiness sepaccording to their definition. o — i
The trustworthiness scores imply merging several metrics. TMA_I\I/Ionitor TI\/IA:Execute
: E.g. Privacy can be computed as a composition of the maximum o< r,.'.‘:w.\v, 1
risk and the data loss rates for each dataset. monitoriné‘ly\ actuatorsx:;.

: Th@lanmng module enablesntigzre Moduleremuest for adaptations Design - time

¢ E.g. If the privacy score is above a specific threshold, the data must be
processed In a pevdanced resource.

‘' An adaptation may involve several actions
" Th&xecute module runs the adaptation acticriarfnorg tModule.
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Services

“ ATMOSPHERE not only measures trustworthiness but provides a

set of servicaaiyarovi.

= DistributBdita Management Sdoristsrage, retrieval,
update and access of data in a cloud
¥ Based on &@&¥avds enable the execution even
|n netrustable resources
~_ “# Running on an encrypted memory area.
Guaranteelng features such as confidentiality and
revocation and access authorizatjoolibesed on
-'-'.:'i-"'_'PoIicy engines for Secure Data Management.
“ Using anonymization techniques to protect sensitive
records
= Including rewriting SQL queries.

TustedExecution
Environment

Secured
fie Access <

Database

TustedExecution
Environment

Access
1 Policies

\ ol
s
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2 v | I I [
- ATMOSPHERE Q[Dp‘bl[(:ﬁﬁ)n font share foatshare tshare/ ysnarefvott | | PSR
developevdth a layer of services to b&

ytho ytho ytha

up and deplata Analydigplications T

— [:j Ej fantSvelune/volid tebook
evaluating trustworthiaesssigand [:,,—J oo | | xsswn

runtime wsectl

FSmnrt Jmnt fmnt
ublb_sshifs

ik

In [3]: def extract{inputfile):

-""Reaetpdeplagl/ata analytic applicatior

print('Calling function')
print('Open cv version: ', cv2._ version )
= cv2.videoCal pture(lnput( le)

topologies based on best practices =
popular thpdrty software

except cvl.error as e:

< E.g. a secured Elastic Kubernete

In [4]: import ipyparallel as ipp

linked to a persi Istent sto rage. s (51 [P T e e e et g oL oo

In [6)]: c.ids

rite("%s%d.jpg” %(inputfile, count), image) # save frame as JPEG file
,image = vidcap.read()

Out(6): (57, 58]
In [7]: c[:].map _async(extract, mylist)
Out[7]: <AsyncMapResult: extract>

In [8]: ar=os.listdir('/mnt/share/vol00l/data/test’)

In [9]:  ar

Out[9]: ['VHO20155BR_001007_20151021T142638.MP43.3pg’,
'VHO20155BR_001007_20151021T142912.MP42. jpg’,
'VHO20155BR_001007_20151021T142935.MP42. jpg "',
'VHO20155BR_001007_20151021T142902.M745.3pg ",
'VHOZ0155BR_001007_20151021T142741.M749.3pg’,
'VHO20155BR_001007_20151021T143003.M740.jpg’,
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LEMONADrane Data Analytic Worbflomesanscoimposaliieilding blocks

“ Provides a framework to build up data analytics workflows, which are automaticall

--f'i-""EvaIuatlngdhmtlflcatlon risks and estimating execution deadlines, given
a resource allocation.

¥ Detailed monitoring for the evaluation of
performance, fairness and robustness
with adaptive measures such as

- scalability.

-?-'i-‘"A_b_Ie to specify performance guarantees

“%'e.g., A Spark cluster runs ML applications with

a deadline, ATMOSPHERE will identify the nod
with the appropriate GPUs type and number.

imerean




-'-?"-/_\-I_IVI ()SPH [_ R[- Conclusions: What could you
Iexpect from ATMOSPHERE

“ATMOSPHERE

- Aquantitative trustworthisesse on the - AFederated hybrid cloud infrastructure A Data analysis framework with h
isolation, reliability, performance, privacy aAngbnvenient and interoperable cloud level trustworthiness scores such

stability,. orchestratdo deploy complex application&girnesan@xplainability
- Both alesigtime (virtuous cycle) and at- A broker and a monitoring service for- An environment to safely process
runtime dynamically assessidgadjusting the and expose processing algorithm:
- A set oustworthy services for data applications. IPR restrictions.
processing

gppllclzatlon ,:\/Ippllcatlon Data scientists
evelopers: anagers (Use Applications)

(Code & Register (Deploy Application

Application) and Resources)
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